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HacTosuwee pyKOBOACTBO pacnpoCTpaHseTca Ha 6a3oBble cTaHuum Bera bC-1.2 n Bera
bC-2.2 (nanee — bC) nponssoactea OOO «Bera-A6conoT» 1 onpeaensieT NopsLoK yCTaHOBKM
N MOAKJIKOYEHUS, @ TaKXKE COAEPXKMUT KOMaHAbl YrpaBieHus n onncaHme GpyHKUMOHana.

[J
[ ] bazoBble cTaHUUM MOTYyT NOCTaBNATbCA 6e3 BCTPOEHHOro nporpamMmmHoOro
obecne4yeHuns no 3anpocy

PykoBOACTBO npefHa3Ha4YeHo [AJid CneumannucToB, O3HAKOMEHHbIX C MpaBUaaMu
BbIMOJIHEHUS MOHTAXHbIX PaboT B O6SACTU PA3/IMYHOIO 3NEKTPOHHOIO U 3/IEKTPUYECKOTO
o60opyaoOBaHMS.

Ona o6ecnevyeHnss nNpPaBUIBbHOTO GYHKLMOHUPOBAHUSA YCTAaHOBKa M
HacTpoWmKa 6asoBoi CTaHLUMn L OJDKHbI OCYLLEeCTBAATbCSA
KBaIMGULMPOBAHHBIMU CrieuaimcTamm

OOO «Bera-AbcontoT» CcoOxpaHdeT 3a Ccobon mMpaBO 6e3 npeaBapuTesIbHOro
yBELOMNEHNSI BHOCUTb B PYKOBOACTBO M3MEHEHUS, CBS3aHHbIE C yayylleHnemM 060pya0BaHMS
N MPOrpPaMMHOro obecrneyeHmns, a TakxKe AN YCTPaHEHUS ONevYaTOK U HETOYHOCTEN.

4 PeBun3ung N2 30 o1 27.04.2023
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ba3zoBas cTaHums Bera BC npegHasHayeHa ong pasBopauvmBaHua cet LoORaWAN® Ha
YyacToTax AmanasoHa 863-870 Mlu.

baszoBasg cCTaHuMss paboTaeT Ha OnepaumMoHHOM cucteme Linux u  unmeet
npepycTtaHoBneHHoe MO Packet forwarder.

[MnTaHre 6a30BOM CTAHUMMU U COOBLLEHME C CEPBEPOM OCYLLECTBSIETCSA Yepe3 KaHan
Ethernet.

HacTpomka ocyulecTBasieTcs yepes kaHan Ethernet c ncnosnbsoBaHmem npoTtokona SSH,
6o yepes Web-mHTepdenc 6a3oBom cTaHUUM, NTM6O NpK HEMOCPEACTBEHHOM NOAKOYEHNMN
K nnate ycTponcTtBa c nomoubto USB-kabens. B cnyvae nmoaknoyenus yepes SSH mnan USB,
HEO6X0AMMO BOCMOJIb30BaTLCA NOH6OM TEPMUHANBHOM NporpaMmmomn (Hanpumep, PUTTY).

Basosble cTaHumm Bera BC-2.2 nmetor GSM/LTE-Monynb C BO3MOXHOCTbIO YCTaHOBKM
OByx SIM-kapT ctangapTa Nano-SIM, koTopbin obecneynBaeT 4OMNONHUTENbHbBIN KaHan CBA3U C
ceTeBbiM cepBepoM U GPS/TJIOHACC-mopynb ans onpeaeneHns MecTONONOXeHNsE 6a30BOM
CTaHUMW.

PeBu3una Ne 30 ot 27.04.2023 5
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Mognenb bC-1.2 bC-2.2
OCHOBHbIE

GPS nprémHuk HeT na

GSM mopem HeT ha

KaHan cBg3u C cepBepomM Ethernet 10/100 Base-T Ethernet 10/100 Base-T,

GSM LTE!

OnepaunoHHas cnctema Linux
USB-nopT Ha
dnana3oH paboumx _40..470 °C
TemnepaTyp

LORAWAN®
KonwnyecTtBo kaHasioB LoRa 8
YacToTHbIM Anana3oH 863-870 Ml'u
MowHoCTb NepegaTymka 0o 500 mBT
MoLlHOCTbL NepenaTymka no 25 MBT
YMOJTHaHUIO
AHTEHHbIN pa3bém N-Type female

! FDD-LTE (Cat.1): B1/B3/B5/B7/B8/B20

GSM/GPRS/EDGE: 900/1800MTI'L

6 PeBun3na Ne 30 ot 27.04.2023
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Mopenb

[anbHOCTb pagmnocCBs3n B
rOPOLCKOM 3aCTPOMKeE

JanbHOCTb pagnocsa3n B
Ce/IbCKON MEeCTHOCTU

MoTpebnsiemasd MOLLHOCTb

NMuTaHune

Pa3smepbl kopnyca
CTeneHb 3aWmMTbl KOpryca

KpenneHne

PeBu3una Ne 30 ot 27.04.2023

bC-1.2 bC-2.2
0O 5 KM
0o 15 km
MATAHUE
0o 10 Bt

Passive PoE 4,5(+) 7,8(-) 15 BTt

KOPIYC
190 x 183 x 75

P67

Ha 6anku/MadThbl
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A B C O N K0T

BHEWHWN BUA YCTPOWCTBA

basoBasi ctaHums Bera bC BbinyckaeTcs B MPOYHOM KOpMycCe, KOTOPbIM MMeeT CTerneHb
3awmTbl IP67. Ha 3aaHen CTeHKe pa3MeLLeHO KpenieHne aas yCTaHOBKM Ha MayTbl C MOMOLLbIO

MeTaJNTNYECKNX XOMYTOB.

P67 o

D)

o lall o

/'

1 — N-KOHHeKTOp A5 BHELWHEN aHTEHHbI 3 — KpernieHme NoL XOMyTbl
2 — repMoBBOJ (MOXeT 6blTb OAMH MW [Ba 4 — knanaH BEHTUIALMOHHOIO

Ha Kopnyce) OTBepCTMA

PeBu3us Ne 30 ot 27.04.2023
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5 — KOHTaKT NOAK/IOYEHNS 3a3EMNIEHUS

Kopnyc oCHalleH repMOBBOAOM TUNopa3sMepa M12 kabensa Kpyrnoro cevyeHms @ 5-6 mm.
BHyTpW repmMoBBOAa YCTAHOBEH YMJIOTHUTENb, O6ECMEYMBAOLLMA COBNOAEHNE 3a8BIEHHOMN
CTeneHn 3allunTbl Kopryca YCTPOMCTBA. Takxke YyrIOTHUTENb pacnofiaraeTcsd no nepumeTpy
Koprnyca MexXay [OBYyMSi ero 4actamMu. YpaneHue yYrJIOTHUTENS MOXeT TMpuBeCTU K
NPOHMKHOBEHWMIO BOAbl BHYTPb KOprnyca ©6a3oBOM CTaHUuMW. KnanaH BEeHTUASLMOHHOIO
OTBEPCTUS BOLOHEMNPOHULAEMBIA U CAY>XUT 019 BbIPAaBHUBAHUS LABJEHUS BO34yXa BHYTPWU
KOpryca v CHapy»XWu.

Ha nnaTe 6a30BOM CTaHUMKM pa3MeLLeHbl CPeACTBa YNPaBAeHUS U UHAMKALMK, @ TakkKe
BXO[HbIE U BbIXOAHbIE MHTEPDENCHI.

PeBu3una Ne 30 ot 27.04.2023 9
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PacnonoxeHune aneMmeHTOB Ha nnaTte 6a3o0Bon cTaHUMM bC-1.2

6 — pa3bém 8P8C

7 — LONOJIHUTESbHbI
Pa3beM A5 NMUTaHUSA
(onumsa)

8 — cnoT ang micro
SD-kapTbl

9 — pasbem ons
NOAKIOYEHMS
aHTEHHbI

10 — rpynna
NHAMKATOPOB

11 — cepBUCHbIe
nepeksoyaTenm

11

12

13

12 — mini USB nopT 4ng nogkntoveHns K 14 — kHOMKa nepe3arpy3ku 6a30BOM

KOMIMbIOTEPY

CTaHUnn

13 — USB xocT oas noaxioyeHmns 15 —kHonka 3anycka Web-uHTepdenca

BHELLUHWX YCTPOUCTB

10

BS-Dashboard (onuus)

PeBu3us Ne 30 ot 27.04.2023
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I
16 — SIM1
i} 16
17 — pa3vém 8P8C 5
O
18 — nONONHUTENbHBIN ‘ i
pasbém AN1s NUTaHUs [ .
(onums) 17
o F
19 — cnot ansmicro SD- | (&)
KapTbl

20 — pa3bem ang
NOAK/TIOYEHNS aHTEHHDI

21 — SIM2
22 - rpynna
NHAMKaTOPOB

23 — CepBUCHbIE
nepeksoyaTenm

24 — mini USB nopT 4ng nogktoveHns K
KOMMblOTEPY

25 — USB xocTt pgnga  noaxio4vyeHus
BHELIHUX YCTPOWNCTB

PeBu3una Ne 30 ot 27.04.2023

26 — KHOMKa nepe3arpy3kmn 6a30BOM CTaHLMK

27 —kHonka 3anycka Web-nHtepdenca BS-
Dashboard (onums)

11
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Ba3oBas cTaHLUMS MOAKNOYAETCSH K CETU MHTEPHET 8-XXNJIbHbIM CETEBbIM Kabenem (BnTas
napa), yepe3 pasbém 8P8C Ha nnate. Kabenb MOXeT 6biTb 0O6XaT NO CTaHAapTam T568A u
T568B. KoHTakTbl HymepytoTcs ¢ 1-ro no 8-1 cnpaBa HaneBo.

LiBeTa yka3aHbl ona kabens T568B:

Homep koHTakTa LiBeT Ha3HaueHue
1 OpaH>keBo-6€e/bIn CwurHan TD+
2 OpaHxxeBbIi CwurHan TD-
3 3eneHo-6enbin Curnan RD+
4 CuHun [NMnTaHue
5 CuHe-6enbi MuTaHne
6 3eneHbin Curnan RD-
Vs KopunyHeBo-6enbin 3emnq
8 KopwnyHeBbIn 3emns

Ha nnate mmeeTcs OOMOJIHUTENbHLIA Pa3béM AN NMUTaHUS. [loaknto4aTbCa K Hemy
MOXHO TOJIbKO MPU OTKJIKOYEHNM KOHTAKTOB MUTAaHNS B CETEBOM Kabesie, 3TO KOHTaKTbl 4, 5 1
7, 8. lonycTumoe HanpskeHne nutaHus 12-48 B, MuHumansHasg mowHocTs 20 BT.

12 PeBu3us Ne 30 ot 27.04.2023
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CPEACTBA YIMPABJTEHNA — KHOMKW N MEPEKTIOYATEJTN

Ha nnate 6a30BOM CTaHLKMM pacnonoxeHbl ABe KHoMkW. BT1 3anyckaeT Web-uHtepdenc
BS-Dashboard. o HaxaTunio Ha RST npomncxoanT MrHOBeHHas nepesarpy3ska 6a3oBowm CTaHUMN.

Kpome TOro, Ha nmnJiaTe pacrnosioXeHbl CEPBUCHbIE MNEpeKIoYaTeNn, KoTopble
npenHasHaveHbl 415 Bbibopa Crnocoba 3arpy3km obpasa NPOLWIMBKKN: C BHYTPEHHEN NaMsaTH, C
SD-kapTbl namn Yyepes USB-XOCT ¢ KOMMblOTEPa M MCMOJb3YIOTCS TOJIbKO B YCOBUSIX CepBMCa. B
paboyem pexxmmMe nepekodaTenn JOMKHbI ObITb OTKIKOYEHDI.

PeBu3una Ne 30 ot 27.04.2023 13
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YCTAHOBKA SIM-KAPTHI B bC-2.2

Ba3oeas cTaHuusa Bera BC-2.2 nmeeT B cBOoéM cocTaBe moaynb GSM/LTE, koTopsbin

YCTaHOBJ/IEH Ha OCHOBHYIO MNaTy.

14

YcTtaHoBKY SIM-kapT Heo6xoaMMO NpousBOAUTb NMpU TemMnepaTtype He
HUXXe KOMHaTHOW. Ecnn ycTpoMcTBO HaxoAuMNoCb B YCNOBUSIX HU3KMUX
Temnepatyp, TO nepepn ycTtaHoBkon SIM-kapTbl Heo6xopaMmo
npeaBapuTeNibHO BblAepXaTb YCTPOMUCTBO NPy KOMHaTHOW TemnepaType
B TeYeHUe HECKOJIbKUX YacCoB.

PeBu3us Ne 30 ot 27.04.2023
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B 6a3oBomn cTaHumm ncnonbsyetca 2 SIM-kapTbl dopmaTa nano-SIM. MHespga ans SIM-
KapT PacnoONOXeHbl Ha BEPXHEN MOBEPXHOCTN MOAYNS.

s
I
TN i

AU A,

PeBu3una Ne 30 ot 27.04.2023 15
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WHOWKALUNA

Ha nnaTe pacnonoxeHa rpynna CBETOAMOAHbIX WMHAMKATOPOB, CUrHasjibl KOTOPbIX
onmcaHbl B Tabnnue Hmke. OHM OTOBpaxalT PYHKLUNOHMPOBAHUE TOM MW UHOW CUCTEMbI:
nuTaHue (BKNOYEHO/BBIK/IKOYEHO), BMAMMOCTb CNYTHUKOB GPS, GSM-mopnem
(BKJIOYEH/BbIKNIOYEH), GYHKUMOHUPOBAHME MporpaMmmbl 06paboTkm curHanoB LoRa (Packet
forwarder 3anyuweH/He 3anyLieH), Hannume akTMBHOCTKM no Ethernet.

NHankaTtop LBeTt 3HavyeHue

ETH_LINK 3enéHbiv BcnbixyBaeT — akTUMBHOCTbL No Ethernet

He roput — HeT gaHHbIX oT GPS-npnémHuka
BcribixyBaeT — eCTb aHHble, HO OHW HE BaMAHbIE U He

GPS? CunHumn
MOryT ncnonb3oBaTtbcsi Packet forwarder
[opnT — MeCTONoNOXeHMe onpeaeneHo
. . [opuT — npunoxxeHne Packet forwarder 3anyuweHo
LoRa YKenTbin P P y
He roput — npunoxenune Packet forwarder octaHOBNEHO
. [opuT — GSM-MoAeM BKIIOYEH
GSM 3enéHbin P A .
He roput — GSM-mMopem OTKIIIOYEH
y [opuT — 94p0O onepaunMoOHHOM CUCTEMbI 3aMyLLEHO
PWR KpacHbin P AP patl yw

He roput — nntTaHme 6a30BOW CTaHLUUM OTCYTCTBYET

2 upmkaTop GPS oTo6paxaeT GpyHKLMOHUPOBaHUe cucTembl GPS Tonbko Npy 3anylieHHoM Packet forwarder (roput
mHamkaTop LoRa).

16 PeBu3us Ne 30 ot 27.04.2023
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PEKOMEHAOAUWW MO PASMEWEHWIO AHTEHHDbI

AHTEeHHa O6bIYHO MMEET KpenieHnsa 49 YCTaHOBKKM Ha 6anky-madTty. g obecneveHums
MaKCUMasbHOM [anbHOCTU CBSI3W ClefyeT COo6MoAaTh PeKOMeHAAUMM MO pasMeLLeHUto
aHTEHHbI:

1. YcTtaHaBnMBaTb aHTEHHY CliefyeT Ha yauue, XenaTeNbHO Ha Kpblwe 34aHug, Ha 5-7
METPOB TMpPEBbLILAIOWEro MO BbICOTE OKpPYyXatolme CTPOeHUs. YCTaHOBKa aHTEHHbI B
NOMELLEHUN 3HAYUTENbHO OCNABNSET YYBCTBUTEIbHOCTb aHTEHHbI.

2. XXenaTtenbHo Ha 30-50 MeTpOB yaanaTb MeCTO YCTaHOBKM aHTEHHbI OT O60PYA0BaAHMS
onepaTopoOB COTOBOM CBA3U, METAINYECKNX KOHCTPYKLMUIM U MPOYUX MPELMETOB, CO3AAI0LLMX
«PafNOTEHDY» UM 30HY MOHMKEHHOIrO pagnocurHana. Nocne NnpoBefeHnst BCEX TECTOB MOXHO
NPUGAN3NTL aHTEHHY K OOOPYAOBaHWIO OnepaTtopa COTOBOW CBSI3M, €C/IM KavyeCTBO CBSI3U
yOOBNETBOPUTENBHOE.

3. I'Iperpaﬂ,bl THNa nepnn " pekaaMHbIX KOHCprKLI,I/IVI TaKXXe MOryT yxyauwaTb
PaaAnoCUrHall, NO3TOMYy peKOMeHAYEeTCA pa3MeLllaTb aHTEHHY Ha BbICOTE HE MEHEE 3 MEeTPOB
Had NMOBEPXHOCTbIO KPbILWW 30aHUA.

4. ba3oBas CTaHUMS TaKXXe AOJ/HDKHA OblTb YCTaHOBIEHa B HEMOCPEACTBEHHOM G/IN30CTU
OT aHTEHHbI - Ha AJIMHY KOAKCUaNbHOro MpoOBOAAa aHTeHHbl. JJONOSHUTENbHOE YyBeanYeHue
OJVHbl  Kabend Mexay aHTEHHOM U 6a30BOM CTaHuuen 6yaeTr npuBOAUTL K MoTepe
4yBCTBUTE/IbHOCTU aHTEHHbI.

] Hanpumep, 25 metpos kabena RG-58 ocnabnaiot curHan Ha 140bm, 1. e. ecanm
BelWaTb C MOLWHOCTbIO 14aBbM (25MBT), TO Ha aHTeHHe 6yaeT MOLWHOCTb IMBT

5. CnepyeT yuuTbiBaTb AMarpaMmmy HarmpaBneHHOCTU aHTeHHbl. B ropmsoHTanbHOM
MJIOCKOCTU aHTEHHa MMeeT KPYroBylO HampaBJE€HHOCTb, HO B BEPTUKANbHOW HeT. [Mo3ToMy

PeBu3una Ne 30 ot 27.04.2023 17
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HEeNoOCpPenCTBEHHO MO aHTEHHOM KaYeCTBO CBA3M BYAET XyXKe, YeM Ha HEKOTOPOM OTAAJIEHNMU
OT Heé.

18 PeBu3us Ne 30 ot 27.04.2023
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PEKOMEHAOAUWN MO MOHTAXY

Mpn pa3BopayMBaHMM CETU, BKIIOYalOWEN B Cebs 60MbLIOE KOMNYECTBO OKOHEYHbIX

YCTPOMCTB, HEO6XOAMMbBIM 3TArNOM SBASETCS BbIMOSHEHWE PABOT MO PaANONIAHNPOBAHWNIO C
NpoBeAEHNEM HAaTYPHbIX SKCMEPUMEHTOB.

[ng ocylleCTBNEHUA MOHTaXa NOHAA06UTCA:

@

@

@

@

OTBEpPTKa KpeCcToBas A/ COOPKM 6a30BOM CTaHLNM;
MeTaNIMyeckmne CTIKKN N UHCTPYMEHT 419 HUX;
KyCayku a9 NpoBOAa;

Habop MHCTPYMEHTOB N5 O6XMMa Kabens (CTpunnep, Kpumnep, Tectep BUTOM

napbl, KONMAYOK, KOHHEKTOP);

@

@

KNHOYN )11 MOHTaXXa aHTEHHbI;

HOYTOYK.

[MowaroBbii MOHTaX BbIrISOUT cneayroumnmm O6pa3OM:

1.

HacTpowka 6a3oBon cTaHuMM (CM. PyKOBOACTBO MO pa3BOpayvMBaHUIO CeTU) — Kak
NpaBuO, BbIMONHAETCS B oduce.

OnpepeneHne nyynx MecT 4S9 MOHTaXa Ha O6beKkTe C MOMOLLbLIO TeCcTepa CeTU —
npoBefeHMe NpeaBapuTesbHbIX paboT NO PaanoOnIaHUPOBAHMIO.

PasmelleHne m MOHTaXK aHTeHHbl. s KavyeCTBEHHOro npuemMa CUrHala BaXXHO
NPaBWIbHO PAa3MeCTUTb aHTEHHY ©Aa30BOM CTaHLUM.

MoaknoyeHmne kabens ot POE-mMHXekTopa K 6a30BOM CTaHUMW. [N 3TOro ero Hy>HO
NPOLETH Yepe3 repMOBBOL KOPMYCa, a 3aTeM ob6xaTtb Ethernet koHHeKTOpPOM.

PeBu3una Ne 30 ot 27.04.2023 19
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12345678

PasmelueHne 6a30BOM CTaHLMM Ha MayTe C MOMOLLbIO METaNJIMYECKNX CTSHKEK.
[Mopava nuTaHmMsa Ha POE-MHXeKTOP.

C nomMoLbto HOyTOYKa y6eanTbCs, UTO YCTPOMCTBO YCMNELWHO NepefaeT AaHHbIE.
YCTaHOBKa W KperjieHne KpbiWwKkM 6a3oBOM CTaHUMKM MOCPEACTBOM BWUHTOB,
YCTaHOBKa CUJIMKOHOBbIX 3arfyLUeK, NAYLLMX B KOMIIEKTE.

PeBu3us Ne 30 ot 27.04.2023
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PEKOMEHAOAUWWN MO TEXHUWYECKOMY OBCJTYXXUBAHUIO

[na npepynpexaeHus 0TKkazoB 060pyA0BaHMS BO BPeMS SKCMyaTaLnMM pEKOMEHAYETCS
NPOBOAUTb MEPUOANYECKOE TexHMYeckoe obcnyxmeaHue (TO) 6a3oBon cTaHuumu. [Nepunopn
06CNy)XMBaHUSA yCTaHaBAMBAETCS B 3aBUCUMOCTM OT YC/IOBMIM 3IKCryaTaUMM U MOXET

COCTaBNATb OT 6 0O 24 MecsLEeB.

MepeyeHb BO3IMOXHbIX PAbOT MPU OCYLLLECTBAEHUM TEXHUYECKOTO O6CYXNBAHWS:

YcTaHOBKa O6HOBIEHUN.

OumnCTKa BHELWHWX 2N1EMEHTOB OT MblN.
Ob6cnyxmBaHne  KpenaeHUn, BHELLIHUX
COEeANHEHNN.

>N

[MpoBepka paboyero CoOCToAHMS 6a30BOM CTaHLUUN.

MOHTaXHbIX  TMPOBOAOB, KOHTAKTHbIX

5. lNpoBepka paboyero coctoaHmsa PoE-nHxekTopa.

PekomMmeHayeMbIi MOPSAAOK MPOBEAEHUSI KaXAOro BMAa paboT npuBeaeH B Tabauue

HUXe.
BcnomoraTenbHble
Bug TO maTepuanbl 1
WHCTPYMEHTHI
[NpoBepka paboyero ® OTBepTKa
COCTOSIHMSA  6a30BOM
KpecToBas [Aas COOPKM
CTaHUMn y
6a30BOM CTaHLUMW.
YcTaHOBKa ® HOYTOYK.
O6HOBNEHUN

PeBu3una Ne 30 ot 27.04.2023

Mopsaaok nposeaeHuna TO

Mpown3BecTn pa3bopKy Kopryca
6a30BOM CTaHLWMU, CHATb KPbILLKY
Y6enmTbcs, YTO BCE CBETOAMOMbI

n3 rpynnbi MHOMKATOPOB
cocTosaHua bC ceeTaTCa cornacHo
Tabauue

YCTaHOBUTb KpPbILWIKY Ha MecCTo,
ocylecTeuTb c6opky BC
MoakntounTbhHCS K 6a30BOW
CTaHumMm Yepe3 Web-unHTepdenc
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OuncTka BHELLUHMX
3/IEMEHTOB OT MblU

O6cnymBaHue
KpenneHun

O6cnyxuBaHue
BHELLIHMX MOHTaXHbIX
NPOBOLOB,
KOHTaKTHbIX
CoeaVHEHUN

22

® candeTka n3
MUKPODUOPBDI.

© MeTa/mmvyeckue
CTAXXKMN N UHCTPYMEHT
Ang HUX;

@ KJIOo4Mn an4d
MOHTa>Xa aHTEHHbI.

® oOTBepTKa
KpecToBas Oasi COOpPKM
6a30BOM CTaHLWMK;

® W30JIEeHTa,

® repMOBBOJbI,
npoBoAa W Kabenm Ha
3aMeHy;

® WHCTPYMEHT 4on4
OBXXUMKU Kabens.

=

Bera bC / PykoBOACTBO MO 3KCMayaTaLmm

MpoBepuUTb HanMunme OBGHOBAEHUS

(BOCKAMLATENbHbIM  3HaK BO3Ne
pasgena «O6 yCcTponcTee»)
O6HoBUTL 1O

O6ecTtountb BC

[MpoTepeTb  Hapy)XHble  4acTu
kopnyca bC BnaXxHOM TKaHbIO
[MpoTepeTb PoE-nHxekTop

BNIAXXHOW TKaHbIO

[MpoTepeTb aHTEeHHY

AKKypaTHO NnpPOBEPUTL
HafEXHOCTb KpernneHus 6a3oBou
CTaHuuM

Mpy Heo6XOAMMOCTU MOATAHYTb
BMHTbI UM 3aMEHUTb CTSHKKM
[MpoBepUTb HaLEXHOCTb
KpernjeHns aHTEHHDbI

OcCMOTpeTb BHELWHME MOHTaXHble
nposoga bC, aHTeHHbl M PoE-
MHXXEKTopa Ha Hanuumne
NOTEPTOCTEN N MOBPEXAEHUN
Mpn HEeoB6XoOMMOCTU 3aMeHUTb
NpoBOAa WM BbINOJHUTb PEMOHT
n3on9uUmnmn

Y6eouTbCsl,  YTO  KOHTaAKTHblE
COeOVHEHMs OepXaTcs NNOTHO
Y6enomTbcs, 4TO  repMOBBO.DbI
MCNPaBHbI, @ YIIOTHUTENb Len
Mpn HEeobXoAMMOCTM 3aMeHUTb
repMOBBO/bI

PeBu3us Ne 30 ot 27.04.2023



Bera bC / PykoBOACTBO MO 3KCMnnyaTaLlmm

[MpoBepka paboyero
COCTOSHMUS PoE-
NHXXeKTOopa

PeBu3una Ne 30 ot 27.04.2023

@

MYJIbTUMETP.

no

Y6eantbcs, 4TO nHAmkatop PoE-
MHXXEKTOpa CBETUTCS  3eN1I€HbIM
CBETOM

OTkntounTb Kabenb Ethernet
3mepuTb MYJIbTUMETPOM
HanpsHkeHMe Ha BbIXOAaX MUTaHUS
PoE-umHxekTOpa

Y6eamTbCs, 4TO  HanpshKeHue
cocTtaBndet48B+ 1B

23
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:@ Beaa Bera BC / PykoBOACTBO MO 3KCnayaTaumm

3AMYCK MHTEP®ENCA — HAYANO PABOTDI

MporpammHoe obecnedyeHmne Web-nHtepdernca COCTOUT U3 ABYX YaCTeN:

1. CepBepHoe APl «BS-Dashboard», koTopoe B 3aBUCMMOCTU OT MPUHATbIX AAHHbIX —
nepenaéT AaHHble TEKYLMX HACTpoekK, nHbopMaunio 06 YCTPOMNCTBE, a TakxKe NMpUHMMAaeT U
COXpaHsieT Ha YCTpoMCTBe HOBble HacTpomku. APl «BS-Dashboard» no ymonyaHuio 4oCcTynHo
Ha nopTe 3001.

2. KnueHTckoe 6pay3epHoe npunoxeHue, pabdoTalouwee cC cepBepHbiM APl «BS-
Dashboard», — npepHa3HayeHO [N19 BM3yaJbHOTO OTO6PAXEHUs [aHHbIX, Banngalnm
M3MEHEHNM 1N OTNPABKM M3MEHEHHbIX HACTPOEK A1 COXPAHEHWNS Ha YCTPOMCTBE. KnneHTCckoe
6pay3epHoe NpuioxeHne [OCcTynHo Ha nopTte 80.

Mo ymonyaHuto 3anyck «BS-Dashboard» ocyuwectBnsgeTcs HaxaTmem kHomku BT1 Ha
nnate 6a3oBOM CTaHUMKW. DTO MOXET OblTb M3MEHEHO B HacTpomKax. [locne yaepxmBaHus
KHOMKM B HA)XaTOM COCTOSIHUM 60osiee 6 CeKyH[ HayHeTCcs 3amnycK, KOTOPbIM MOXeT
NPOLOMKATLCS OAHY-ABE MUHYTbI B 3aBUCUMOCTU OT 3arpy>XXeHHOCTN YCTPOMCTBA.

Ona BxoOa B KIMEHTCKOE BEG-MPUIOKEHME MOHanoomTca IP-agpec 6a3o0BON CTaHUMMN.
Y3HaTb €ro MOXHO C TMOMOLWbBI TEPMUHANIBHOM NporpaMmmbl (Hanpumep, CBOBGOAHO
pacnpocTpaHsemon PuTTY). B pa3gene 5 noapobHO onnucaHo, Kak MOAKNKOUYMTLCA K 6a30BOM
CTaHUMW TEPMMHANLHOM MPOrpaMMon. B okHe TepMUHaNbHOM MpOorpaMmbl CienyeT BBECTU
KomMaHzy ifconfig.

24 PeBun3ung N2 30 o1 27.04.2023



Bera bC / PykoBOACTBO MO 3KCMnnyaTaLlmm : BEEE

Tenepb HY>XXHO OTKPbITb OKHO 6pay3epa 1 BBeCTU IP-agpec B agpecHyto CTpoky. Ecaum
cepeep «BS-Dashboard» ycnewHo 3anyuleH, MoOsfBUTCA CTpaHWLA BXOLA B KJIMEHTCKOEe
npunoxeHne Web-nHtepdenca.

o Ecan nopkniouyeHme kK Web-uHtepdency oTcyTcTByeT, U CTpaHMUa BXOAa He
U nosiBnsieTcs, K IP-agpecy 6a3oBoin CTaHUUM B aApeCHON CTPOKe HEO6XOaMMO
no6asntb nopt 80.
Boirnagetb 310 6yaeT, Hanpumep, Tak: http://192.168.1.228:80

PeBu3una Ne 30 ot 27.04.2023 25



(—'3“ Beaa Bera BC / PykoBOACTBO MO 3KCnayaTaumm

5 O
Base station

C 1t A Hezawy o ki | % OKHO B PEXMME MHKOMHMUTO

RUEN

ABTOpM3aLNA

Noruy:

Mapone:

Boiitn

Mocne BBOAA NOrMHa M mMaponst 6a3oBoM CTaHUMKM (MO ymondaHuio root 1 temppwd)
nosiBnseTcs ctpaHuua Web-nHtepdenca 6a3oBomn CTaHLUMN.

B BepxHelr 4YaCcTu CTpaHULbl Ha3BaHWE pasfena MeHK, B KOTOPOM Bbl HaxoguTeCh B
LAHHbIA MOMEHT.

26 PeBu3us Ne 30 ot 27.04.2023



Bera bC / PykoBOACTBO MO 3KCMnnyaTaLlmm @ BEEa

= basoasg cTaHUUA RU EN

&) Gateway ID: AA555A0000000000

Appec cepeepa BepxHwi nopt HiwHmia nopt

HacTpoiikn |10.10.40.20 e| |woo e |woo o
YacTOTHOrO nnaHa . . : . - /
LoRa

Hactpoikn GPS ans
LoRa

Jlpyrue HacTpoiikn
LoRa

Jlorv LoRa
HacTpoiikun LTE
CeTeBble HACTPOWKKN

06 ycTpoicTae

/& Hactpoiiku

£ leictoma

Peskum skcnepra: [

Ecnn Web-uHTepdenc 3anyckaeTcs NoO HaaTUIO Ha KHOMKY, TO MNpW nepesanycke
6a30BOM CTaHUMM OH CHOBa CTaHeT HefocTyneH. YTobbl Web-umHTepdenc Bcerpa 6bin
OOCTYMEH, HY>XHO W3MEHUTb HACTPOWKM 3arnycka cepsepa. [ng 3TOoro nepemtu B MeEHIO
«HacTtporku», 3aTemM «HacTpomkn MmeHemkepa» n B none «Metop 3anycka “BS-Dashboard”
cepBepa» U3MEHWUTb 3HaYeHNEe Ha «[1OCTOSHHO BK/IOYEH». [Tocne 3TOro 06sa3aTeNbHO HaXaTb
KHOMKY « COXpaHUTb», YTOObI NapamMeTpbl HACTPOMKM OTMPABUINCE Ha BA30BYIO CTaHLMIO.

PeBu3una Ne 30 ot 27.04.2023 27



basoBaga cTaH LA
Gateway ID: AA555A0000000000

Bera bC / PykoBOACTBO MO 3KCMayaTaLmm

RUEN

Hactpoiikun
NOAKIOYEHMA K
cepeepy LoRaWAN

Hactpoiikun
4acTOTHOTO NnaHa

LoRa

Hactpoiikn GPS ans
LoRa

Jpyrue HacTpoiKn
LoRa

Jlorm LoRa

HacTtpoiiku LTE

CeTeBble HACTPOWKK

06 ycTpoiicTee

£ lenctemna

Pewmm skcnepra: [

28

HacTtpoitkm

CmeHa napona WEB-uHTepdelica:

Tekywwit naponb

Hoeblin naponk

MonTeepauTe HOBLIK Naponb

CoxpaHuTe

[ Al
l 4]
| |

HacTpolky meHeoxepa «

HacTpolikn o6HOBNEHWA:

WHTepBan npoBepky
OBHOBAEHMIA (MUHYTHI)

|_ 1440 |

[pyrve HacTponkKM MeHeqKepa:

MeTopn 3anycka "BS-Dashboard” [ MoCTOANHO BRAIOUEH

cepeepa

YpoBeHb NOMmUpoRaHWUA

v]o

| WHpopMaumnoHHbIn (peke V| (1]

OTMEHa

HacTpoikw "BS-Dashboard” «

[NaBHble 0OCO6EeHHOCTU PaboTbl ¢ Web-nHTepdencom:

1. Ecam Bbl 4YTO-TO MeHsieTe B KAaKOM-M6O M3 MEHIO, a MOTOM nepexoanTe B
cnepyroulee, 3TU U3MEHEHUS COXPAHAKOTCS B KJIMEHTE, HO HE COXPaHslTCS Ha
6a30BOM CTaHLNW, MPU STOM NOABASETCS 3HAYOK PEAAKTUPOBAHUS B 6JIOKE MEHIO, rAe
OCTaJINCb HECOXPAHEHHbIE N3MEHEHNS.

PeBu3us Ne 30 ot 27.04.2023



Bera bC / PykoBOACTBO MO 3KCMnnyaTaLlmm f.-?-.\ BEEE

HacTpoiku nogrumoyeqns K cepeepy LoRaWAN

Appec cepeepa: BepxHuii nopT: HusHmin nopt:

| 192.168.0.246 o | | 8001 o | | 8001 e |

HacTtpoiikn
YacTOTHOIO

nnaHa LoRa MepezanpockTe 3TH HACTPOMKK

Hactpoiiku GPS
ang loRa

Opyrue
HacTpoikn loRa

Jlorm LoRa

2. YTO6bI M3MEHEHUS HAaCTPOEK NPUMEHUIUCE Ha 6A30BOM CTaHUMM BCerga TpebyeTtcs
HaXXaTb KHOMKY «COXpaHUTb».

3. Ecnn HaxaTb KHoOMKy «[lepe3anpocuTb 3TU HACTPOMKU», TO BCE HECOXPAaHEHHblE
N3MeHeHNs 6yayT yTePSHbI.

4. KHonku «CoxpaHuTb» 1 «[lepe3anpoCuTb HACTPOMKU» OTHOCATCS TONbKO K TOM
rpynre napameTposB, MO KOTOPOW OHW HEMOCPEACTBEHHO HAaXOAATCS.

5. Pexunm «3kcnepT» MO3BONSET YBUAETb AOMOJIHUTENbHbIE HAaCTPOMKM B pasfgenax
MeHI0 «4acToTHble NaHbl», «HacTponkm LTE», « CeTeBble HAaCTPOMKM», «<HaCTpOMNKm»
(Tonbko noagpasnen «HacTponkn MeHemxkepa») n «1encTBma».
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OBHOB/NEHWE BEB-MHTEP®ENCA BEA3OBOW CTAHL UM

Bera bC / PykoBOACTBO MO 3KCMayaTaLmm

Mpw HANNMYMKM aKTyanbHbIX O6HOBNEHWI MPOrPaMMHOro ob6ecrneyeHns HanpoTUB pa3aena
«O6 ycTpomncTBe» byneT OTO6paxKaTbCs MKOHKA BOCKAMLATENbHOrO 3Haka. B Takom cnyvae

cnefyeT NepenTn B 3TOT pa3aen U HaxaTb KHOMKY « OGHOBUTbY.

(o Baszosasa cTaHUMs
—) Gateway ID: AAS55A0000000000

RU EN

BeiaTi [

HacTpofkm
NCIRMOHEHAR K
cepaepy LoRaWAN

HacTpodm
HACTOTHOND NNaHa

LoRa

HacTpo#sm GPS nna
LoRa

JpyTHe HACT ORI
LoRa

Norw LoRa

HacTpo#sm LTE

CeTeane HACTPORKA

# Hacrpodxm

& [NescTams

Pewim skcnepTa: |

30

ObLan MHGopMaLMA 0B yCTpoHCTEE:

Gateway 1D AASS5A0000000000
Mofenb YETPORETEA BS-22
MevarHan nnata 06
JlaTa NpoUIB0aCTES 07.09.2022
GMSS Monyns Ublox EVA MEM
GEM mogyne SIMCom ATETZE
Moaaepsxa LTE Ecte
Packet forwarder:
Bepcoua 401
OC ycTpoicTea:
Ten Linux
ApxuTexTypa arm
Bepcwua pennza 5.4 24-2 1 5+gbabac008e5ct

CepeepHoe npunoxerHue GUI yeTpoRcTEa!

Bepcua 5081091
Beptua mexHenwepa 024
MNpoussoguTents:
Hazpamwe Bera AScomoT
Anpec Poccua, ropon Hosocweupok, ynuua BonswesmcTesan-1194
Te A +7(283)206-41-35, +7(383)266-T0-00
NocTynsa Wosas Bepcua; Monpagneda npobepsa prod info, NycTos Hasesnse G Teneps He CHMTIsTCR £ ChHROENTE

HCTHHEGM (2022-0%-08T 084508 000+07:00)
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Bera bC / PykoBOACTBO MO 3KCMnnyaTaLlmm @ BEEE

MNOAK/KOYEHUE BA3OBOW CTAHLMWN K KOMMbBKOTEPY — HAYATIO PABOTHI

OcyLwecTBUTb NOoAKMOYEHME K 6A30BOW CTaHUMM BO3MOXHO, HanpumMep, C MOMOLLbIO
CBOBGOAHO PacnpOCTPaHAEMON TeEPMMHANbHOM Nporpammbl PUTTY. B Takom cnyvae ecTb ABa
cnocoba Noak/YeHUsa K 6a30BOM CTaHUMKM — NPU HEMOCPEACTBEHHOM noakatoyeHnn no USB
WM yaaneHHo no SSH.

1. TMogknouveHne no USB

Mpn nogkntoyeHun no USB  HeobxoaMMo coeauHuUTb 6a30BYtO0  CTaHUMKO C
MepCoOHaNbHbIM KOMMbIOTEPOM Kabenem C pasbeMoM mini-USB.  [Janee Heobxoanmo
OCYLLEeCTBUTb NOAK/OYeHMe K BUpTyalbHOMY COM-nopTy, 419 3TOrO HYXHO YCTaHOBMUTb
apamneep gnsgs MCP2200 nnn CP210x, B 3aBUCMMOCTM OT yCTaHOBNeHHOro USB-nopTta Ha nnaTe
KOHKPETHOro yctpowmcTsa. [locne yCTaHOBKM HYXXHOrO ApavBepa B AMCreTyepe yCTPOUCTB
noseatca «Moptbl (COM un LPT)».

B cnncke noptoB Heobxoammo HanTm USB Serial Port n nocmoTpeTb ero Homep.
a4 15" Mopten (COM u LPT)
- LJE STMicroelectronics Virtual COM Port (COMS)

Mocne aToro oTKpbITb Nporpammy PUTTY, BbibpaTh cnoco6 nogkaodenus Serial, w
BBECTM HOMep BupTyanbHoro COM-nopTa 6a30BoM CTaHUMM U ckopocTb (115200) B
COOTBETCTBYIOLME NONS.

PeBu3una Ne 30 ot 27.04.2023 31
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ﬁ PuTTY Configuration @
Category:

- Session Basic options for your PuT T session |
I:I TE"" E_Eglging Specify the destination you want to connect to
T Emina Serial line Speed

- Keyboard

. Bell CoOM33 115200

- Features Connection type:
= Window (T Raw () Telnet () Rlogin @) 55H | @ Serial

ﬂppea@nce Load. save or delete a stored session

- Behaviour

. Tranelation Saved Sessions

- Selection

- Colours :

Default Settings

[=- Connection cubie Load

F'Jugin

- 55H

- Senial Close window on exdt:

(I Mways () Mever @ Only on clean exit
About Cpen ] [ Cancel

Mocne vero HaxaTb Open.

2. lMopknoyeHne no SSH
Mpu nogkmoveHmnn no SSH HemocpeaCTBEHHOE MOAK/MOYEHME K BA30BOM CTaHUMKN HE

TpebyeTcs. B ananoroBom okHe PUTTY HeOOXoAMMO BbibpaTbh CNOCO6 noaknoyeHus SSH m

32 PeBu3us Ne 30 ot 27.04.2023



Bera bC / PykoBOACTBO MO 3KCMnnyaTaLlmm @ BEEE

BBecTU IP-agpec yctponcTtea u nopt 22. 1o ymon4yaHuio yCTponcTBO nosyvaeT IP-agpec no
DHCP npw nogkntodyeHmnn no Ethernet.

@ PuTTY Configuration 3
Categony:
=) Session Basic options for your PUTTY session
i oging Specify the destination you wart to connect to
=) Terminal
. Keyboard Host Mame (or IP address) Port
- Ball 132.168.0127 22
- Features Connection type:
= Window (71 Raw () Telnet ) Rlogin j@ SSH | ) Seral
ﬂppea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours .
Default Settings
= Connection cubie Lo
- Proxy
- Rlagin
[+-55H
-+ Senal Close window on ext:
() Mways () MNever @ Only on clean exit
About [ Cpen ] [ Cancel

Mocne vero HaxaTb Open.

[Mocne noakato4eHns K 6a3oBOM CTaHUMKM CNOCO60M 1 nnun 2 NOSIBUTCS OKHO TEPMUHanNa
PUuTTY, roe Hy>XHO BBECTM NIOTMH W Naposib. [10 yMOnYaHWIO Ang NOAKIOYEHUS K 6a30BOM
CTaHUMW MCMONb3yeTCs JIOTMH root n napons temppwd (Npy BBOAE Naposis CUMBOJIbI

PeBu3una Ne 30 ot 27.04.2023 33



BEEE Bera bC / PykoBOACTBO MO 3KCMayaTaLmm

)
J A B C O N K0T

oTob6parkaTbCs He 6yayT). [Mpn NepBOM MOAKIOYEHNN PEKOMEHAYETCA U3MEHUTbL NAapOb 415
MHAMBUIOYANbHOrO 4OCTYNa.

Mo ymonyaHuio nonb3oBaTesNo ¢ npasaMmu root Bxoa no ssh 3anpelueH, B
CBSI3N C YeM, BxoA No ssh Heo6xoauMO BbINONIHATbL NOA NOJIb3OBaTeNlEM
admin, naponb ocTaeTcsl CTaHOAPTHbIM.

EF COM156 - PuTTY - O e

Tenepb MOXXHO NPOU3BOANTb HACTPOWKM.

34 PeBun3ung N2 30 o1 27.04.2023




Bera bC / PykoBOACTBO MO 3KCMnnyaTaLlmm 3 BEEE

A B C O N K T

PABOTA C ®ANJTIOM HACTPOEK

[Mporpamma Packet forwarder 3anyckaeTcs aBTOMaTUYECKUM NPU CTapTe cucTemsl. [lepes
TeM, KaK HacTpauBaTb 6A30BYIO CTAHLUMIO B PYYHOM PEXMME, HY)XXHO 3aBeplnTb npouecc
Packet forwarder, HabpaB KOMaHAYy:

systemctl stop lora_pkt_fwd

EF COM156 - PuTTY - O *

@®ann HacTpoek global_conf.json HaxoauTca B ampektopun cd /etc/LoRa/ n moxeTt
copepXXaTb HACTPOMKM YaCTOTHOrO NnaHa, |ID 6a3oBon cTaHumm, IP-agpec n nopTbl cepBepa.

Ons n3MeHeHns HaCTpOeK HeO6XOAMMO B TEPMUHANE HabpaTb KOMaHAy, COAEPXKALLYO
HY>XHbIM ¢pann HaCTpOeK, Harnpumep:

EF 10.10.96.217 - PuTTY - O X

e e e

Mocne coBeplleHUst BCEX MU3BMEHEHUN HEOHXOANMO BBECTU KOMaHAY:
systemctl start lora_pkt_fwd

EF COM156 - PuTTY - O ®

Mocne yero npouecc Packet forwarder 6yneT 3anyleH C HOBbIMK HAaCTPOMKaMMU.
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BEa2a

A B C O N K0T

Bera bC / PykoBOACTBO MO 3KCMayaTaLmm

Ona nopkniovyeHMs 6a30BOM CTaHUMM K cepBepy Heob6xoaMmo
ucnonbsoBatb UDP-nopTt, nponucaHHbii B KOHPUrypaumoHHom damne

cepBepa. Ha 6a30BoOW CTaHUUM HAaCTpPOMKA NOPTOB HaxoauTca B ¢anne
global_conf.json

B ¢danne global_conf.json HacTponkmn UDP-nopTta HaxoasaTcs B pasgene gateway_conf,
napameTpbl server_port_up u server_port_down.

T 10,10.96.217 - Tera Term VT — O >

Daiin  Onepauywwm  Hactpofika Ynpasnedwe OwkHo  [Nomowe
GHU haho 2.2.0 File: LoRas

"handuidth": 125000,
"datarate": 50000

lobal conf. json

I}'et Help W Writelut [ R Fuul F:n:lu Wi Cut Tex ur Pos
Bl Exit Bl Juztify "H |-||'|_| I:-.-: " il nC 0 3 bl

[ns KOPPEKTHOM CBA3N C CEPBEPOM CneayeT ybeamTbcs, YTo 3T napameTpbl UDP-

nopTa COOTBETCTBYIOT MPOMMCAHHbIM B KOHPUIypauMOHHOM danne cepBepa (nogpobHee CMm.
«PykoBoacteo ans IOT Vega Server»).
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Bera bC / PykoBOACTBO MO 3KCMnnyaTaLlmm o BEEE

YT06bI 3aMeHNTb dann KOHOUrypauum (Hanpumep, 4N CMeHbl YaCTOTHOrO MaHa)
CnefynTe UHCTPYKUMU HXKE:

1 [MepenTn B KaTasior C NpMMepamMmm KOHGUIrypaLMOoHHbIX GarioB KOMaHLOW:
cd /etc/LoRa/
2. Ecnun B yKazaHHOW AMPEKTOPUM OTCYTCTBYET dani C HEOHXOAMMbBIM YaCTOTHbIM

MAaHOM, TO 3arpy3nTb ero n3 FTP-xpaHunmila ¢ NOMOLbO KOMaHAb! (MpUMep 415 YaCTOTHOMO
nnaHa RU8B68).

Ona bC-1.2:

wget
ftp://lora_guestvnm\$4JHW@178.208.75.230:21/BS_x.2/rev.6/BS_1.2_rev.6/global_conf_
RU868.json

Ona bC-2.2:

wget
ftp://lora_guestvnm\$4JHW@178.208.75.230:21/BS_x.2/rev.6/BS_2.2_rev.6/global_conf
_RUB868.json

3. CpenaTtb Konuto ckavYaHHoro darna (B Hawem npumepe 370 global_conf_RU8B68.
json) ¢ HOBbIM MMeHeM global_conf.json komaHooM:
cp RU868_global_conf.json global_conf.json

4. OTkpbITb Ppann global_conf.json komaHLoW:
nano LoRa/global_conf.json
M BNMCATb 3Ha4YeHUs napamMmeTpoB ‘gateway_ID", “server_address”, “serv_port_up”, *
serv_port_down”, nocne 4ero COXpaHuTb M1 3aKpPbITb pan.

MapameTp gateway_ID dopmupyetca nz MAC-agpeca 6a3oBOM CTaHUMM U Habopa
cumBosioB “FFFE". Hanpumep:
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Ons Toro, utobbl yaHatb MAC-agpec yCTPOMCTBA, HEOHXOAMMO BBECTU KOMaHAY:
ifconfig

1400 .
MAC-agpec B npumepe: 98:F0:7B:A7:55:58.
3ameHa MAC-agpeca ocyLecTBASIeTCS BPYYHYIO UM NOCPeACTBOM CKpUMTA.
Onga Toro, 4tobbl 3ameHnTb MAC-agpec BpyuHyto, Heob6xoammo ckonmpoBas MAC-
agapec yoanmTb CUMBOJIbL " M MOMECTUTb B LLEHTP CTPOKKM cMBObI “FFFE”
[Mpumep rotosoro gateway_ID: 98r07BFFFEA75558

[ns Toro, 4tobbl caenatbh 3TO NOCPEACTBOM CKPUNTA, HEOOXOAMMO BbINOJIHUTH
KomaHay update_gwid.sh

EF COM156 - PuTTY - O *

5. [Mepe3anycTuTb 6Ga30BYO CTAHLMIO KOMaHAOW: reboot
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HACTPOWKA CTATUYECKOTO IP AN BA3OBOW CTAHUUU

HacTpomnka cTatudeckoro |P BbIMOMHSETCS C MOMOLUWbIO TEPMUHAIbHOW MPOrpamMmbl
cnenyoLwmmMm o6pasom:

1. TlNocne nogkntoyeHns K 6a30BOW CTaHUMKM B OKHe TepmuHana PuTTY Hy>HO BBeCTU

NOTVH U Napofib.
2. OTkpbITb Pann nano cd /etc/systemd/network/80-wired.network/ - B 3TOM danne

HeO6XOAMMO BHECTU U3MEHEHUS.

COMT156 - PuTTY — O e

[1/1] JSetefsystend/network/80-wired. network

[ BO-wired.network —- 13 lines ]
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3. A MUMEeHHO BOT 3TWN CTPOKM:

4. [Ing paboTbl B peXumMe CTaTnyeckoro |P, 3aKkoMMeHTUpoBaTb 2 CTPOKY.
5. PackoMMeHTMpoOBaTb CTPOKM 3-5, a TakXe yKasaTb CBOW MapameTpbl address,

netmask n gateway - pe3ynbTaT Ha CKPUHLLIOTE HMXKE (HO ApYyrie 3HaYeHUs alpeCcoB):
- o X

Modified ~

EF COM156 - PuTTY
[1/11] feto/systemd/network/80-wired.network

b= ES T

B naHHOM npuMmepe nokKasaHa YCTaHOBKa CTaTU4eCKOoro IP-ap,peca

192.168.1.1 v winio3a 192.168.1.0
3Tu 3HaYeHUs cnepyeT USMEHUTb Ha ApYyrue, Heo6xoAnMble AN Ballero

KOHKPEeTHOro cny4as
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6. HabpaTb reboot B KOMaHOHOM CTPOKe A/15 nepe3arpy3km 6a30BOM CTaHLUMKN C HOBbIMU
HaCTPOWKaMM.
7. Tlepexopn 06paTHO OCYLLECTBASETCS aHANOrMYHO.
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HACTPOWKA BC-2.2 419 PABOTbI MO LTE

HacTtpowka 6a3oBon ctaHuum bC-2.2 nnga pa6otbl No LTE ¢ nomouwbio TepMUHaNbHOM
NPOrpamMmbl OCYLLECTBASETCH AN Kaxaon SIM-kapTbl OTAENBHO:

YbeonTtbcs, 4TO B dpamnax nano providerl-connect-chat n nano provider2-connect-
chat, Haxoadgwmxca no nytu cd /etc/ppp/ NpUCyTCTBYIOT CTPOKM, MOAYEPKHYThlE€ KPACHbIM:

COM?156 - PuTTY - O X

GHNU nano 4.4 providerZ2-connect-chat ~
3 MOOEM ¥ OpOBaND
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rae “internetmegafon.ru” 31o APN cOTOBOro onepatopa, KOTOPbIA HYXXHO MOMEHSAThH B
cootBeTCcTBMM C APN ncnonb3yemoro onepartopa.

B naHHOM npumepe nokasaHa HacTtpomka LTE ana onepatopa Mera¢oH
OTM 3HayYeHus cnepyeT U3IMEHUTb Ha Apyrue, Heo6xopumMble ANS Bawlero
KOHKpeTHOoro ciay4as

MMsa nonb3oBaTensd U Naposib NPOMNUChIBAOTCA B daine pap-secrets, pacnonioXeHHOM
no nytn cd /etc/ppp/

COM?156 - PuTTY - O Py

GHU nmano 4.4 pap-secrets L)

l'ne beeline — normnH, 66666 — Nnaposn..
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Monsi Password n Username HeNb3g OCTaBASATb MYCTbIMU, €CAN 3TU NapamMeTpbl
HEe WCMONb3YIOTCS COTOBbIM OMEPATOPOM, TO MOXHO HanucaTb internet B
o6ounx nonax

basoBble ctaHumn bC-2.2 nepekntovatotcs ¢ Ethernet Ha LTE n o6paTHO
aBTOMaTU4YeCKMU

Mpn ogHOBpPEMEHHOM MUCMNOJNb30BaHUM ABYX KaHanoB cBa3n Ethernet n LTE
cnepyeT MOMHUTb, YTO NMPUOPUTET NpU Nepeaade AaHHbIX umeeT Ethernet, a
LTE ncnonb3lyeTcs Kak pe3epBHbI BAPUaAHT NPU HEBO3MOXXHOCTU CBSA3aTbCS C
cepBepoM 4epes Ethernet

PekomeHpaunu ans 6a3oBbIX CTaHLWM, NCNOMb3YoWwmx 6enbint IP, cM. fanee.
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PEKOMEHAOAUWW MPU NCTMMOJIb3BOBAHUWN BC B CETW C BEJIbIM |P

B cnyvae, ecnn BC wucnonb3yetcs B cetn C 6enbiMm IP, pekomeHayeTcs W3MEeHUTb
CTaHOapTHble HOMepa MNOopTOB Ssh Ha Apyrne. 2TO cnefyeT NpUHMMaTbh BO BHUMaHUeE npu
npob6poce NopToB. [locnenoBaTeNbHOCTb AENCTBUMIN AN USMEHEHMS NopTa dropbear Ha camowm

BC onmncaHa HMXe.

Y106bl UIBMEHUTbL NOPT SSh:

1. B KOMaHAHOM CTpOKe TEPMUHAJIbBHOW MPOrpamMmbl BBECTHU
nano /lib/systemd/system/dropbear.socket
2. OTkpbITb dann nano /lib/systemd/system/dropbear.socket

BB COMI56 - PuTTY - O x
flib/systemd/system/dropbear. socket

GNU nano 4.4

3. Hantn cTtpoky ListenStream=27 n naMeHUTb CTaHAAPTHbLIN NOPT «27/» Ha OPYrown,

nocne 4ero COXpaHuTb pann.
4. Hanee BbInonHUTL KOMaHAy systemctl daemon-reload v nepesanyck

systemctl restart dropbear.socket
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B 6a3zoBow ctaHumu npucytcteyeT OpenVPN-knneHT. Hactponka VPN-coennHeHuin
BbIMNOJIHAETCS COMNacHO AOKYMeHTaunm pa3paboTtyimka gaHHoro MO.
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basosble cTaHuuM Bera BC fO/MHKHbBI XpaHUTLCS B 3aBOACKOM YNAaKOBKE B OTaM/IMBAEMbIX
nomelleHuax npm temnepatype oT +5 °C o +40 °C 1 OTHOCUTENIBHOW BAAXXHOCTU He bonee

85%.

TpaHcnopTMpoOBaHMe 6a30BbIX CTaHLMN AOMYCKAETCS B KPbITbIX FPY30BbIX OTCEKax BCEX
TUNOB Ha Ntobble pacCTosHUSA Npu TemnepaType oT -40 °C no +85 °C.
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7 KOMIUJTEKT NMOCTABKU

basoBasi cTaHUMA NOCTaBAIETCS B C}'Ie,EI,yIOLLI,eVI KOMMAeKTaumm:

bazoBaga ctaHumsa Bera bC — 1 wr.
POE-nHxekTOp® — 1 WT.

MacnopT — 1 wr.

3 Hannume POE-MH)'KEKTopa B KOMNNEKTe 3aBUCUT OT ycnOBMﬁ NOCTaBKU
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VIsrotoBuTenb rapaHTUMpyeT COOTBETCTBUE U3Lenns LEUCTBYIOWEN TeXHUYECKOM
OOKYMEHTaUMM nNpu COONIOAEHNN YCNOBUN XPaHEHUS, TPAHCMNOPTUPOBAHMUS U SKCMyaTaLnm,
yKa3aHHbIX B «PyKOBOLCTBE MO 3KCr/lyaTauum».

[apaHTUNHBIM CPOK SKCMyaTaumm — 36 MecsiLeB.
[apaHTWA He pacnpocTpaHaeTcs Ha POE-nHxekTop.

FapaHTMVleM CPOK aKCryaTaunn NCHUCNAEeTCd Co AHA OTMETKK O npodake B nacropTe
n3aennd, a npm OTCyTCTBnn TaKoOM OTMETKMU C AaTbl BbIMyCKa. B TeuyeHune I'apaHTIAVIHOFO CpOKa
M3roTOBUTENb OBA3aH npeanoCtTaBnTb YCJIYT MO PEMOHTY WIN 3aMEHNTDL Bblllejuee M3 CTpOsA
yCTpOVICTBO nJin ero CoCtaBHble HaCTW.

N3roToBUTENb HE HECET rapaHTUIMHbBIX 06S3aTEeNbCTB MPU BbIXOAE U3AENNS U3 CTPOS,
ecnu:
® u3jenne He MeeT NacnopTa;

® B macnopTe He npocTasineH wrtamn OTK u/mam OTCYyTCTBYeT Hakfienka C
MHbopMaumen o6 yCTPOMNCTBE;
@ 3aBoackon Homep (MAC-agpec), HaHECEHHbIM Ha usgenne, OTanYaeTca OT

3aBoAckoro Homepa (MAC-anpeca), yka3zaHHOro B nacnopTe;

@ u3genne NoABeprasoCh BMELWATENbCTBAM B KOHCTPYKLMIO, HE MPefyCMOTPEHHbIM
3KCrJlyaTauMOHHOM LOKYMEHTaLUmewn,

® u3genne MMeeT MexaHU4YecKue, 3NEeKTPUYEeCKMe U/UAM MHble MOBPEXAEHUS U
nedeKTbl, BO3HMKWIME MPU  HAPYLEHWUU YCNOBUMA TPAHCMOPTUPOBAHUS, XPaHEHUs U
aKCnayaTaumu;

® um3genve wuMeeT cCriedbl PEMOHTA BHE CEPBUCHOTO LIEHTpa Mpeanpuatms-
M3rOTOBUTENSA; KOMMOHEHTbl M3AENUA UMEIOT BHYTPEHHME MOBPEXAEHMS, BbI3BaHHbIE
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nonagaHMem BHYTPb MOCTOPOHHWUX MPeAMETOB/XXNUAKOCTEN U/UNN CTUXUAHBIMW 6€4CTBUSAMMU
(HaBOAHEHME, NOXap U T. M.).

CpeaHum cpok cny»obl nsgennsa — 5 net.

[MpY BO3HMKHOBEHUN FapPaHTUMHOrO Ciyyasa cneayeTt o6paTUTbCS B CEPBUCHDIN LLEHTP MO
agpecy:

630009, r. HoBocmbupck, yn. bonbwesnctckas, 119A.
KoHTakTHbIN TenedpoH +7 (383) 206-41-35.

e-mail: remont@vega-absolute.ru
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NHOOPMALIUA O JOKYMEHTE

3aronoBok basosag ctaHuma Bera BC
Tun LOKyMeHTa PykoBoaCTBO

Kop nokymeHTa B02-b6C-01

Homep 1 fata nocnenHen pesmsum 30 o1 27.04.2023

VicTtopusa peBusnm

PeBusna [ara Uma  KommeHTapum

01 27.04.2017 KEB [aTta co3paHmns LOKyMeHTa

02 15.05.2017  TIKIM  Menkne npaBku

03 18.05.2017 KEB O6buwee pykosoacTtso Ha bC-1 n BC-2

04 13.06.2017 KEB MI3MeHeHMs B KOMNIEKTE NOCTaBKM

05 14.06.2017 KEB  [NopaboTaH pasgen «Hactpomkmn», dopmat A5

06 14.08.2017 KEB Jo6aBneHbl pekoMeHaauMn No YCTaHOBKE aHTEHHbI

07 16.08.2017 KEB MNepepaboTaH pa3gen «PaboTa C yCTPONCTBOM»

08 28 082017 KEB Hebonblune nsmeHeHmns B «kHacTpomke ctatmyeckoro [P»

09 27.09.2017 KEB [ob6aeneH pasnen «ycrtaHoBka SIM-kapTtbl B BC-2»
[Job6aeneHbl pa3aenbl: «<Hactpovka bC-2 ang paboTbl 0o

10 02.11.2017 KEB 3G», «PekoMmeHaauunm», HoBbI dopmaT
Jo6asneHo onuncaHue Bera bC-1.2 n Bera bC-2.2,

11 29.06.2018 KEB M3MEHEHUS B KOMIJIEKTE NOCTaBKU, TEMMNEepPaTyPHbIN
OManasoH N3MeHUNCs

12 23.08.2018 KEB Menkne npasku

13 18.09.2018 KEB Menkne npaBku
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24.10.2018

20.11.2018

29.04.2019

14.11.2019
05.12.2019

26.03.2020

06.10.2020
19.10.2020
28.06.2021
14.09.2021

29.10.2021

13.01.2022

13.04.2022

23.08.2022

10.11.2022

15.12.2022

27.04.2023

KEB

KEB

KEB

KEB
KEB

KEB

KEB
KEB
KEB
KEB

XMA

XMA

KEB

XMA

KEB

XMA

XMA

Bera bC / PykoBOACTBO MO 3KCMayaTaLmm

JononHeHue npo Tun Ethernet

MI3meHeHuns B pa3sgene «HacTponka cTaTuyeckoro IP»,
[OMNOJIHEHMS K pa3aeny «Havyano paboTbi»

Pabouee NonoxeHne nepektovaTenemn MU3SMeHeHo (CM.
PUCYHOK)
[Job6aBneH pasagen ¢ onncaHmem paboTbl nHTepdenca bC

3aMeHeHbl CCbIIKM Ha dalsibl Ha CTp. 28 n 29

Job6aeneHbl napameTpbl 3G MoAeMa, MCMOJb3yEMOTO B
BC-2.2

HacTtpowka pa6otbl 0o 3G Tenepb Tonbko ang bC-2.2

VI3MeHMNOCh 3Ha4YeHMe NoTPebIIEMON MOLHOCTHU
[naHoBas peBmM3ns LOKYMEHTa
JobaBneHo NnpuMeYvaHue Ha cTp.15

Job6asneHa nHpopmaumsa o sepcum bC-2.2 LTE,
M3MeHeHUs B pasfesie «ycTtaHoBKa SIM-kapTbi»

Menkne npaBku

[NnaHoBas peBu3uns, HOBble Pa3aesibl, HOBas BEPCUS MaaThl,
n3MeHeHuns B pasgene 5 (pann KoHOUrypaumm CMeHmn
ONpPEKTOPUIO)

YTOYHEHbI YCNOBUS rapaHTnM

HoBble pa3gensl: obHoBneHure MO 1 pekomeHaaumm No
10

Y6paH 3G

OTka3 o1 StrongSwan
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